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Imprivata Medical Device

AcCcess

Fast, secure access to Philips IntelliVue Guardian Solution

Key benefits:
« Provide clinical efficiency and
provider satisfaction

- Increase visibility into user
interactions with PHI

- Improve security on medical
devices

PHILIPS

Interconnected medical devices are valuable resources in the delivery of
patient care, enabling data to be captured, aggregated, transmitted, and
analyzed in real time. However, with these advanced capabilities come new
security threats, as each device represents a potential point of exposure of
patient information.

The FDA and other government agencies are advising medical device
manufactures and health systems to take steps to ensure that medical
devices are protected against potential cyber threats. In doing so, it’s crucial
to make sure that additional security measures do not impede clinical
efficiency or provider satisfaction.

Imprivata Medical Device Access now integrates with the Philips IntelliVue
Solution to support authentication on the Philips IntelliVue MP5SC and Philips
IntelliVue XG50 patient monitors, enabling fast, secure authentication for
clinical users accessing these devices. With Imprivata Medical Device Access,
healthcare organizations can ensure the security and integrity of the data
stored on and transmitted through these medical devices without impeding
clinical workflows.

Balancing security and convenience

Healthcare organizations are now able to implement and enforce security
measures without affecting provider satisfaction or productivity. With Imprivata
Medical Device Access integrated directly into selected Philips IntelliVue
patient monitors, organizations can streamline authentication workflows and
make secure authentication practical by empowering clinicians to lock and
unlock access to these devices with a simple badge tap.

The integration also enables visibility into how, when, and where clinicians
access and interact with patient health information on medical devices.

Feature benefits

User authentication through proximity card

Imprivata Medical Device Access provides strong authentication via proximity
badge tap to replace the need for manual entry of usernames and passwords
when accessing medical devices.



=3 Imprivata

About Imprivata

Imprivata, the healthcare IT security
company, enables healthcare
securely by establishing trust
between people, technology, and
information to address critical
compliance and security challenges
while improving productivity and the
patient experience.

For further information
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or visit us online at
www.imprivata.com
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Auditing and reporting
Imprivata Medical Device Access offers detailed reporting capabilities to
establish a secure, auditable chain of trust for medical device access.

Direct API-level integration
Imprivata Medical Device Access offers productized API-level integration
directly with the Philips IntelliVue Guardian Solution.

Imprivata Medical Device Access

Imprivata Medical Device Access is part of a comprehensive identity and
multifactor authentication platform for fast, secure authentication workflows
across the healthcare enterprise. Imprivata Medical Device Access combines
security and convenience by enabling fast, secure authentication across
enterprise workflows while creating a secure, auditable chain of trust
wherever, whenever, and however users interact with patient records and
other sensitive data.
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