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Unlocking the power of the
Digital Clinical Workspace

Imprivata and VMware Workspace ONE

Key benefits

- No Click Access® to VMware
Horizon virtual desktops

« HIPAA-compliant secure
communications integration

« DEA-compliant authentication
options for increased EPCS
adoption

“By integrating
Imprivata, the overall
VMware solution is
significantly faster and
more efficient,
allowing clinicians to
maintain their focus on
delivering high quality
patient care.”

- Joshua Wilda, VP of Information
Technology, Metro Health

Improve patient care with a unified virtualization approach
An increasing number of healthcare organizations are implementing virtual clinical
desktops to streamline workflows and improve care provider productivity.

Imprivata unlocks the power of the VMware® Workspace ONE™ Digital Clinical
Workspace™. Imprivata empowers care providers to securely and conveniently
access, communicate, and transact patient information, making unified user,
desktop, and mobile management a reality.

Streamline workflows across shared workstations

Virtual desktops follow users, maintaining the state of their desktops and
applications as they change locations or switch workstations. However, repeated
logins can delay providers and negatively impact patient care.

Imprivata delivers No Click Access to VMware Horizon virtual desktops by
removing repetitive manual logins and complex passwords, saving up to 45
minutes per shift for every care provider.

With Imprivata, as providers move between their shared workstations, secure
communications can be sent across every desktop. This allows care providers to
send and receive messages instantly, speeding care coordination and delivering
up to 88% improvement in provider response times.

In addition, Imprivata secures DEA-compliant transactions invisibly and without
disrupting clinical workflows or patient care. For example, for the electronic
prescribing of controlled substances (EPCS), Imprivata eliminates dual workflows
for providers, replacing the paper based workflow and increasing overall
e-prescribing usage by 85%.

VMware’s Digital Clinical Workspace, along with Imprivata, provides healthcare
organizations with a blueprint for a secure Windows desktop and application
delivery platform validated with the leading electronic health record and IT
infrastructure vendors.

Enable mobile clinical workflows

From hospital rounds, to community home visits, to emergency calls to a doctor at
home — care providers need access to real-time protected health information (PHI)
and medical data from anywhere, at any time. However, the proliferation of mobile
devices and bring your own device (BYOD) policies create a security risk that has
healthcare organizations struggling to balance security and convenience.
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VMware Workspace ONE enables a unified application catalogue that provides a
consistent experience across any device and application.

Imprivata takes it a step further by enabling secure transactions from remote
access locations and making clinical workflows such as EPCS possible on
mobile devices.

The Imprivata mobile application, integrated into VMware Workspace ONE,
delivers HIPAA-compliant secure communications allowing providers to
confidently communicate PHI to speed up the care process while improving
patient outcomes.

Strengthen compliance

Imprivata enables healthcare organizations to effectively safeguard patients’ PHI
in VMware’s Digital Clinical Workspace. Imprivata enables IT staff to define and
enforce HIPAA-compliant policies for all activities including automated password
changes. With VMware Horizon, Imprivata consolidates control, delivery, and
protection of end user compute resources with policies that dynamically adapt to
the end user’s computing environment.

VMware Workspace ONE helps healthcare organizations meet compliance
regulations and operating best practices through data centralization, data loss
prevention policies, encryption at rest and in motion, automated compliance and
remediation, and remote device wipe.

Easy to implement, deploy, and manage
Imprivata is a certified component of VMware’s Digital Clinical Workspace,
delivering a problem-free implementation.

Imprivata is appliance-based, simplifying deployment and maintenance.
Centralized management of authentication, access control, and auditing reduces
administrative overhead and eliminates password-related help desk calls. VMware
Horizon takes advantage of modern desktop and application delivery architecture
that delivers desktops in seconds and reduces storage and operational costs.

For healthcare organizations in the early stages of introducing virtual desktops or
executing a phased roll-out, Imprivata eases the physical-to-virtual transition and
promotes clinical adoption. The solution also provides a consistent user
experience across physical and virtual environments, facilitating easy transition
and minimizing the need for end user training.

Balancing security and convenience

With Imprivata, clinicians no longer need to choose between security and
convenience. Imprivata enables clinicians to accurately identify patients and
access, communicate, and transact patient data securely and conveniently. Our
solutions balance strong security standards with clinical workflow requirements,
enabling care providers to spend more time focusing on patients and less time
dealing with technology. VMware Horizon leverages virtual networking to simplify
and dynamically protect data center infrastructure and workloads. Providers
reclaim efficiency, patients enjoy better care delivery, and everybody’s security is
protected — exactly as it should be.
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